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Abstract— With the progress of wireless technologies today, The usefulness of attaching to the Internet using different
mobile terminals with multiple access interfaces are emeligg access technologies at different time, or even simultasigou
(e.. laptops, Personal Digital Assistants). However, miile a5 heen described in various documents, including [7], [8]
interfaces cannot yet be used simultaneously; nor can they . - -
be switched without breaking ongoing connections. This paer However, protocols embedded in multl-mode.noc.ies available
explores the benefits and issues of having multiple accesstén N today’s consumers market do not allow switching between
faces when mobile nodes and networks employ layer-3 mobiit interfaces without breaking on-going sessions. There @res
protocols of Internet Protocol version 6 (IPv6) to access t8 jssues to be resolved when doing so. In [8]-[10], the need for
Internet while changing their points of attachment to the Internet. multiple address bindings in MIPV6 is addressed. [11] a2 [1

To overcome some of the identified problems, we propose a tugh - - -
re-establishment technique. Simulation results show thathis analyze the deployment of NEMO Basic Support in a mobile

technique would allow mobile nodes and networks to benefit sm Network with multiple access interfaces.
permanent (and even uninterrupted) access to the Internet sing Building upon these previous work the current paper focuses
different access technologies, without requiring speciaservices on the implications of using multiple access interfaceslevhi
provided by the access routers. operating mobility support protocols (such as MIPv6 and
NEMO Basic Support) that are designed originally with s@gl
mode devices in mind. We first give an overview of MIPv6
Nowadays, more and more portable terminals have thad NEMO Basic Support in Section Il. Then we look at
ability to connect to the Internet using a wide range of agcethe benefits of multi-mode nodes operating these mobility
technologies, such as Third Generation (3G) cellular neksjo protocols in Section lll. Following that, we explore intoeth
General Packet Radio Service (GPRS), IEEE 802.11a/b/g, grutential problems and issues that one might face with such
Bluetooth. It is foreseen that the Internet Protocol (IRxtio- operations in Section IV. In Section V, we turn our attention
ularly IP version 6 (IPv6), will be the convergent layer whero techniques that can be used to overcome some of these
these terminals (i.enodeswith respect to the IPv6 terminology problems. Section VI presents preliminary results obthine
[1]) connect to the Internet. In order for these portableasodfrom the simulation of these techniques. Finally, Sectidh V
to become trulymobile and to be reached no matter whereoncludes this paper.
in the Internet topology they are currently attached to, tHos
Mobility Support in IPv6 (or MIPV6 in short) [2] is developed |- MIPV6 AND NEMO BASIC SUPPORTPRIMER
by the Internet Engineering Task Force (IETF). In addition, In essence, MIPv6 [2], [13] aims at enabling a mobile
as progress in wireless technologies continues to actelef@ost to be reached by its global address, no matter where
and gain widespread acceptance and adoption, a new faym the Internet topology the host is currently attached to.
of mobility is starting to emerge: network mobility. Netvikor Each mobile host has a permanent home domain in MIPv6.
mobility occurs when an entire network of IPv6 nodes mova&hen the mobile host is attached to its home network, it is
as an entity and changes its point of attachment to the leterassigned a permanent global address known as a home address
topology. Examples of this include access network and sens(HoA). When the mobile host is away, i.e. attached to some
networks deployed in vehicles [3], [4] and wireless per$onather foreign networks, it is usually assigned a temporary
area networks. Network Mobility Support (i.e. NEMO Basiglobal address known as a care-of address (CoA). The idea
Support [5]) is being looked into by the Network Mobilityof mobility support is such that the mobile host can be
(NEMO) Working Group [6] at the IETF. reached at the home address even when it is attached to
At the same time, with the wide range of wireless accessher foreign networks. This is done by means of IP-in-IP
technologies available, portable terminals fitted with tinul Tunneling [14]. Abi-directional tunnelis established between
ple access interfaces (which we hereafter refer tona#ti- the mobile host and its home agent (HA), an entity residing
mode nodes are starting to appear. These include dualn the mobile host's home domain. The tunnel is set up with
mode handphones, laptops, and Personal Digital Assistatiiee mobile host registering its care-of address with its HA
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using messages known as Binding Updates (BU). From theatellite connection can retain connectivity even wheoaims

on, the HA is responsible for intercepting packets intenitbed across an entire continent. Thus, it is possible for a multi-

the mobile host's home address and encapsulating them to tede node or a mobile network with multiple mobile routers

corresponding care-of address. In the other directionkgtacto make use of different access technologies at differem ti

sent to other nodes using the mobile node’s home addresstarensure continuous connectivity. As an illustration, sidar

also tunneled to the HA for further forwarding. a node equipped with GPRS and IEEE 802.11b. When this
Extending the concept of mobility support for individuaimobile node is within a IEEE 80211b hot-spot, it can connect

hosts to mobility support for a network of nodes, the objexti to the Internet using its IEEE 802.11b interface. As it moves

of network mobility support [6], [15], [16] is to provide aout of range from the IEEE 802.11b access point, it can switch

means for nodes in a mobile network (MNNSs) to be reacheder to use GPRS to maintain its Internet connection (albeit

by their permanent address, no matter where on the Intdr@etat a much lower speed). The mobile node can in fact alternate

mobile network is attached to. In essence, a mobile netvorkietween these access interfaces to achieve handover tiéh li

a network of nodes where the entire network changes its poamtno disruption to its ongoing traffic sessions.

of attachment to the Internet. This usually entails a mobi . .

router (which bridge the mobile network t>(/) the Internet) ir?’ Load Sharing and Load Balancing

the mobile network that changes its point of attachmentéo th With multiple simultaneous connections to the Internet, a

Internet. mobile node or a mobile network can receive and send data
In NEMO Basic Support [5], the mobile router controlling/ia multiple paths. This paves the way for achieving load

a mobile network performs routing of packets to and frofpharing and load balancing. Load sharing occurs wherefictraf

the mobile network using some routing protocols when it #oW is distributed among the available connections to aehie

in its home domain. When the mobile router and its attach&yver latency and increase robustness to network failures.

nodes move to a foreign domain, the mobile router registdggad balancing, on the other hand, is to spread differeffdra

its care-of address with its HA. An IP-in-1Bi-directional flows to different connections. The available bandwidth and

tunnelis then set up between the mobile router and the H&ONgestion condition at each connection is usually consttie

The routing protocol used when the mobile router is at i¥hile doing so.

home domain is again performgd over the bi—directio'nal anne Redundancy and Fault Tolerance

This means that every packet intended to the mobile network . . :

will be intercepted by the HA and forwarded to the mobile A mo'blle node or a mobile network with more than one

router through the bi-directional tunnel. The mobile rotten access interfaces can possess more than one independent con

forwards the packet to a host in its mobile network. When ections to the Internet, thus attaining a level of redunglan

packet is sent from a mobile network node, it transits via gaat enables the mobile node or mobile network to maintain

mobile router which forwards it to the HA through the bi greater resilience against network failures. For insaac

directional tunnel. The HA then forwards the packet to th@obile network with more than one mobile router can switch
intended recipient. all outgoing sessions from the failed primary mobile router

Hereafter, the term mobile node is used to refer to either1c<):1(tjhe s;cEndatry |t”nob|letrou;ek;. 'Alfnithir extartlmple_ 'S a TOIEI'Ite
mobile host (operating MIPv6) or a mobile router (operatin ode which activates a stand-by link- when the primary fink i

NEMO Basic Support). In addition, the terimgress interface IS using fails.
is used to refer to the network interface that connects tie Bi-Casting
mobile router to the mobile network, as opposed t®gress g cagting is to duplicate packets in a flow to be routed

interfacethat refers to an access interface that a mobile noﬁ‘ﬁough alternate paths to its destination. With multipteis-

USes tol Conrr:ect to the Int?rnet. A multi-mode mobile node hag,e s connections to the Internet, bi-casting can bewised
several such egress interfaces. a mobile node or a mobile network to increase the resilience

1. A DVANTAGES OF USING MULTIPLE INTERFACES of a traffic flow to packet drops and possibly reducing packet
. . . . I _delays.
Using multiple access interfaces, either in fixed or mobile y
nodes and networks, can bring various benefits [8]. These IV. I'SSUES WITHMULTIPLE INTERFACES

includes (a) Permanent and Uninterrupted Access, (b) Loadajthough multi-mode nodes would bring the benefits de-
Sharing and Load Balancing, (c) Redundancy and Fault Telribed in the previous section, there exists several $ssue

erance, and (d) Bi-Casting. In the following paragraphs, Wgeir deployment [9]-[12], [17]. Most significant of all ifi¢
detail each of these benefits for mobile nodes and networkgroblem of ingress filtering and failure detection.

A. Permanent and Uninterrupted Access A. Ingress Filtering

Different wireless technologies have differentrange amda Ingress filtering refers to the filtering of packets by a route
of coverage. For instance, IEEE 802.11b has a typical cgeeravhen forwarding packets received from an ingress subnég. Th
of 100m, whereas a GPRS base station can usually coveis @one to check if the source address of the packet is valid in
radius of over 1 km. On the extreme, a mobile node witthe said subnet, and is usually carried out to prevent agddres



shooping and diversion attacks [18]. Typically, this ined (such as constant transmission of heartbeat signals) extdet
comparing the source address field of a packet with a list failures and check tunnel liveness. However, a lack of stan-
valid address prefixes associated with the subnet. dardized "tunnel liveness” protocol means that it is harder
To benefit from multi-mode nodes, it is often necessadetect failures when mobile nodes and home agents belong to
to split packets originating from the same session betwedifferent administrations.
multiple bi-directional tunnels. This is especially truden A possible method is for the mobile nodes to send binding
we considerfault tolerancewhere packets must be divertedipdates more regularly with shorter Lifetime values. Sinhjl
from a failed bi-directional tunnel to other alternativee{paps the home agents can return binding acknowledgment messages
newly established) bi-directional tunnel(s). with smaller Lifetime values as well, thus forcing the mebil
When doing so, care has to be taken to prevent ingrassdes to send binding updates more frequently. These lgindin
filtering from dropping the outgoing packets when the twapdates can be used to emulate "tunnel heartbeats”. This
tunnels end at different home agents. Ingress filtering sccihowever may lead to more traffic and processing overhead,
when these different home agents are configured to accepice binding updates sent to home agents must be protected
packets from different source prefixes. For example, cemsidand possibly encrypted) with security associations.
the case when a mobile network has two tunnel connections to
home agents HA1 and HA2. The mobile network prefix P1 i%/. TECHNIQUES FORTUNNEL RE-ESTABLISHMENT WITH
registered to HA1, and mobile network prefix P2 is registered MULTIPLE ACCESSINTERFACES

tod:AZ. MOE lle ndetwork no?i’slare gze evt\tl)haut?r—]cotnﬁgurletthelr n order to utilize the additional robustness provided by-mu
addresses based on any o or Fe. en the Wnnetto Myste access interfaces, mobile nodes that employ bi-tioeal

'ds. brct)kgejrlhpackﬁttshustually lsfnugrzoulgr:_lt:; tnnel to ';Ald neling with their home agents should dynamically change
verted through the tunnet to ' (pr SOMe DOTUeHqir tunnel exit points depending on the link status. For
gateway n the domain of HA2) performs Ingress f'.lte”nqn tance, if a mobile node detects that one of its egress
packets \.N't.h a source gddress prefix of P1 may b.e dlscard% erface is down, it should detect if any other alternategedo

To avoid INQress filtering for such cases, the rnobﬂe roa)er¢he global Internet exists. This alternate route may beigsal/
can stop advertising the ne'twork prefix P1. This wil stop.m )y any other mobile router in the case of a mobile network, or
?'Ie netm:(prl;rlloij_ies from us'r.'tg r?.o ur(t:re]z address a(t;éo-conﬁgftfj another access interface the mobile node itself possesse
rom prefix 1. However, Switching the source address Silf g, ch an alternate route exists, the mobile router shoedd r

from the foIIowmg.two I|m|t.at|ons: i establish the bi-directional tunnel using this alternatate.
« The process is long since nodes have to wait for source

address to get deprecated [19]. A. Detecting Presence of Alternate Routes
o This forces transport sessions without multihoming ca-

pabilities (such as Transmission Control Protocol, TCP

to terminate, and be re-established using the new sou

To do so, a mobile node must first be capable of detecting
rnate routes. The case where a mobile node possesses

address. Transport sessions with multihoming capatsilitig]umple access interfaces (bound to the same home agent or

(such as Stream Control Transmission Protocol scTP herwise) should be trivial, since the mobile node shodd b
may be able to continue without disruption ’ able to "realize” it has multiple routes to the global Intetn

o . . ., In the case where multiple mobile routers are on a mobile
A similar situation may happen when a multi-mode mobile .
: : . . . network, each mobile router has to detect the presence ef oth
node subscribes simultaneously to different service pergi

. . : : mobile routers. A mobile router can do so by listening to
using different access technologies (eg 802.11b and iszjell Router AdvertisemelRA) message on itsigressinterface(s).

In such cases, each service provider might assign a differ . . .
; hen a mobile router receives a RA message with a non-zero
home address and home agent to the mobile node. When the

outer Lifetimefield on one of its ingress interface(s), it knows

mobile node wants to switch interfaces, ingress filtering wi . : .
: . . that another mobile router which can provide an alternatiéero
occur if the mobile node wished to use the same home address, . ) i
0 the global Internet is present in the mobile network.

The mobile node is now forced to use a different home address,
which may cause on-going transport sessions to terminateg  pe_establishment of Bi-Directional Tunnels

B. Failure Detection When a mobile node detects that its current bi-directional
In order for fault recovery to work, the mobile nodes antlunnel with its home agent is down, a new bi-directional ®inn
home agents must first possess a means to detect failunagst be established over the alternate route. We consider tw
It is expected for faults to occur more readily at the edgeeparate cases here: firstly, the alternate route is prbvide
of the network (i.e at the mobile nodes), due to the use by another access interface that belongs to the mobile node;
wireless connections. The mobile node can then rely on rousecondly, in the case of a mobile network, the alternatesrout
advertisements from access routers, or other layer-2driggs provided by another mobile router connected to the mobile
mechanisms to detect faults [20] [21] [22]. In comparisometwork. We refer to the former case as an alternate route
it is more difficult for home agents to detect tunnel failureprovided by an alternate egress interface, and the latss ca
Home agents and mobile nodes can use proprietary methadsan alternate route provided by an alternate mobile router



A 3 level of tunneling is done between the alternate mobileaout

and its own home agent. By doing so, there is no need for
the mobile router to stop advertising itself as a defaultegu
thereby avoiding the need for mobile network nodes to change
their address.

The mechanism described above uses bi-directional tunnel
to overcome the problem of ingress filtering. Since binding
updates are used to establish the bi-directional tunnd (an
binding updates between a mobile node and its home agent
301+ 1 /64 302+ 1 /64 must be protected with security associations), the meshani

6 does not expose the nodes performing ingress filtering to any
MNN

Internet

new threats other than those possibly introduced by MIPv6 or
NEMO Basic Support.

Fig. 1. Re-Establishment of Tunnel C. Avoiding Loops
The method to re-establish the bi-directional tunnel as
described above may lead to infinite loops of tunneling. This
1) Using Alternate Egress Interfac&Vhen the mobile node could happen when two mobile routers on a mobile network
loses the connection over an egress interface, an alterrlage connection to the global Internet at the same time and
egress interface can be used should the mobile node possagh mobile router tries to re-establish its bi-directldnanel
multiple egress interfaces. The idea is to use the globakadd using the other mobile router. We refer to this phenomenon as
(most likely a care-of address) assigned to an alternatsegrtunneling loop
interface as the new (back-up) care-of address of the mobileéOne approach to avoid tunneling loop is for a mobile router
node to re-establish the bi-directional tunneling withhitsne that has lost connection to the global Internet to insert an
agent. The most direct way to do so is for the mobile nodgption into the RA message it broadcasts periodically. This
to send a binding update to the home agent of the failegtion serves to notify other mobile routers on the link that
interface using the care-of address assigned to the akerrthe sender no longer provides global connection. Note that
interface. After a successful binding update, the mobildenosetting a zero Router Lifetime field would not work well since
encapsulates outgoing packets through the bi-directionakel it would cause mobile network nodes that are attached to the
using the alternate egress interface. This way, there issed nmobile router to stop using the mobile router as an access
for the mobile node to switch home address and on-goinguter too (in which case, the mobile network nodes would be
sessions are not disrupted. It can continue to send pacKetsed to change their addresses which is what we are trying
using the home address of the failed interface. to avoid). A similar approach is investigated in [17].

2) Using Alternate Mobile Routefhen the mobile router D. Predictive Re-Establishment for Seamless Handover

loses a connection to the global Internet, the mobile rozaer i ) .
utilize a route provided by an alternate mobile router (iton 1he tunnel re-establishment technique as described above

exists) to re-establish the bi-directional tunnel with lisme Can be extended to achieve seamless handovers when the
agent. First, the mobile router has to obtain on its ingre8§¢€SS '”terfac,es can send warning npt|f|c§1t|ons on pending
interface a care-of address with the prefix announced by RSt Of connection, such as those described in [21] [22].tUpo
alternate mobile router. Next, it sends a binding updatdsto [EC€IVINg such noitifications, the mobile node can start to
home agent using the new care-of address. From then on, §f&Plish @ new tunnel using alternative routes even béfiere

mobile router can encapsulate outgoing packets through tHgfirectional tunnel it is currently using breaks down.isTh
bi-directional tunnel via the alternate mobile router. allow the mobile node to handover with as little disruption

Fig. 1 illustrates the configuration. Here, mobile router MR2S possible. To achieve true seamless handover, it is eshuir

and MR2 are advertising prefixes F301::/64 and F302::/éQat the Iaygr-z trigger be seffr.q amount .Of t|_me before
respectively. When MR1’s link to the Internet is broken, MRihe connection breakdown occurs, whéyg.q is given by:
re-establishes the tunnel with its home agent HAL through
a care-of address configured from F302::/64, via MR2. By bprea 2 tou + tpke @
doing so, the mobile network node MNN can continue to use In (1), ¢, is the time taken for a binding update packet sent
an address configured from F301::/64 to communicate withf@m the mobile node to reach the home agent, @pdis the
correspondent node CN. time taken for a data packet encapsulated by the home agent to
Note that every packet sent from/to mobile network nodesach the mobile node. In general, it is difficult for the niebi
to/from their correspondent nodes will experience two Ievenode to estimate the values 6f, andt,,; separately. It is
of encapsulation. The first level of tunneling is done betweeelatively easier for the mobile node to estimate the rouipd t
the mobile router which the mobile network node uses as time, ¢,., to the home agent. We can approximajg+ ¢,
default router and this mobile router's home agent. Thers@coto bet,., then (1) becomes



coverage of _ plotted the received throughput against simulation time in

g Fig. 3
Three different simulations were carried out using the same
,1,2.0.0 scenario settings. In the first simulatioNlodg0) did not

employ the tunnel re-establishment technique described in
Section V. This effectively means th&todg0) would stick
with the interface it was using when a transport session first
started (in this casé\odg0) would always use the interface
tuned to channel 2, since the TCP session started when
Nod€0) was within operating range &S 3), which operated
in channel 2). The throughput obtained for this simulatien i
labeledNormal in Fig. 3.

As Nod€0) moved out of the operating range BE3), we

coverage

" voae O,/ 000 /j/ or Bs3) see that the throughput dropped to 0 (at time=8s), even thoug
120 lledage of an alternative connection was available with channel 1. The
coverage of BS(2) BS(0) connection was resumed only whé&fod€0) moved within
range ofBS1), at time=11s. The same session disruption can
Fig. 2. Simulation Scenario be observed for time=18s to 22s, and time=28s to 35s.

In the second simulationNod€0) used the tunnel re-
establishment technique described in Section V. This means
thatNod€0) would re-establish the bi-directional tunnel after

tpred 2 trit (2) detecting channel 2 is no longer available. It would do so by

, ) . using the care-of address of the interface tuned to channel

A multi-mode mobile node may, for reasons of saving 54”4 care-of address for the interface tuned to channel 2.

power, activate only one interface while other interfafe(§, ihis simulation, we assumed there was no layer-2 notifi-
is(are) put on standby. An early notification of impendinstlo .otions of channel breakdown, $6od€0) can only detect

of connection can then be used to activate a backup interfaggy connection is broken when it can no longer receive route
For such cases, (2) needs to factor in the time taken to &tivg e rtisements on the current channel.

this backup interface,axe. Thus, we have The throughput obtained for the second simulation is shown
in Fig. 3 labeledRe-Est As we can see, there is a small
tpred = twake + trtt (3) throughput of 50kbps during the interval of time where a zero

throughput was observed in the first simulation (i.e. tinfés=1
to 12s, time=20s to 23s, and time=30s to 35s). This is due to
Using the Network Simulator 2 (NS-2) [23] simulationNod€0) switching over to channel 1, and re-establishing the
package, we simulated a mobile node with multiple interfacéi-directional tunnel with the same home address. However,
actively re-establishing bi-directional tunnel depemggdan the we still observed a narrow gap of zero throughput during the
interface which has an available connection as describedsinitch of channels. This is the period whiiod€g0) had just
Section V. Fig. 2 shows the simulation scenario we usel@ft the operating range of channel 2, and has yet to re-estiab
In Fig. 2, Nod€g0) is the mobile node with two interfaces,the tunnel. During this time periodNodg0) was still sending
one tuned to channel 1 (which offer wide operating rangfata out to channel 2, until the expiration of a timer for the
but a meager bandwidth of 64kbps) , and the other tunesteption of router advertisements.
to channel 2 (which offer high bandwidth but limited access For the third simulation,Nod€g0) used predictive re-
range). Whenever both channels are availakt®l€0) always establishment as described in Section V-D. Here, we pre-
use the one that offers higher bandwidth (i.e. channel 2 Tlprogrammed the locations of the base stations and the eperat
scenario emulates a mobile node roaming in an area with thieg range of each channel intdodg0) so thatNode0) can
802.11 hotspots and covered by a GPRS base station. Differeaiculate its distance from a base station thereby deduting
home addresses are assigned to the two interfaces. Thete arennection is about to breaklod€0) changed in advance its
base stations spread across the nB§0) is tuned to channel current end-point to the care-of address of the interfanedu
1, andBS1), BS2), andBS3) tuned to channel 2. The fourto channel 1 after deducing the current connection is almut t
base stations are connected to a single wired N(®. In  break.
addition,BS1) is the home agent food€0). The graph labeledPre-Est in Fig. 3 shows the throughput
In the scenarioNod€0) is sending a constant bitrate trafficobtained for the third simulation. Now, we notice that the
to Nodg1) using TCP. During the 40 seconds simulatiomarrow gaps of zero throughput as observed in the second
Nodg0) moves fromBS3) to BS1) at time=5s, toBS2) at simulation were eliminated by predictive re-establishtnein
time=15s, and finally back to its original position at tim&s2 tunnel. This is indeed a seamless handover, without anyaipec
We monitored the received traffic throughputNatdg 1), and services provided by the base stations.

VI. SIMULATION RESULTS
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